Thieves attack vulnerable

i servers throughout the
25 Internet and then run their
; own software, DNS names
and websites on these
compromised servers.
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Thieves take control of user's

"-. desktops through worms and
spyware. Collectively, these
machines form a powerful
network of controlled systems
from which the can

ey,

i send spam and other
phishing lures.
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"y Thief has gained
: control of these

An Internet service provider
manages connectivity and
frequently also provides
mail services to its

ol
customers.
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Thief has control
of a large botnet
for sending spam
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Corporate or organization
office staff and their

computers, possibly protected
by a firewall.

Vendor

This is the network
maintained by our
online service vendor,
such as a bank.

They run DNS services
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These are the Internet
root nameservers and
provide the mapping from
names (www.google.com)
to numbers (72.14.203.99).
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